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> If you are building your first Rails application, we recommend you do not use
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we advise you to start a simple authentication system from scratch
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“Rails now include all the key building blocks needed to do
basic authentication, but many new developers are still
uncertain of how to put them together, so they end up leaning
on all-in-one gems that hide the mechanics. While these gems
are great, and many people enjoy using them, they should not
be seen as a necessity. We can teach Rails developers how to
use the basic blocks by adding a basic authentication
generator that essentially works as a scaffold, but for
authentication.”
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class SesstionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new
end

def create

LT user = User.authenticate_by(params.permit(:ematl_address, :password))
start new session for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



class SessionsController < ApplicationController

rate_!Lmlt to: 10, w1t!1n: 3.minutes, on!y: :Create,

with: -> { redirect_to new_session_path, alert: "Try again later." }

def new
end

def create

LT user = User.authenticate_by(params.permit(:email_address, :password))
start new session for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



allowunauthenticatedaccess

e O 41 VR T B beforeaction ZXFxw L TWLW3B

* Bz skipbeforeaction ZZ < DICIENTWBSALDET 5 ERIDTEIT .
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# concerns/authentication.rb

def allow_unauthenticated _access(**options)
skip_before_action :require_authentication, **options

end



class SessionsController < ApplicationController
allow unauthenticated access only: %i[ new create |

def new
end

def create

LT user = User.authenticate_by(params.permit(:email_address, :password))
start new session for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



ratelimit

* Rails7.2 51BN

o CHOETAHIFE.RILIP7RLRADVSAT7Y D6 39UAIC 11 B EOY
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ans
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o ZDOLANILDEHTHNIZ rack-attack WS T ICHR>TRAD

rate_limit to: 10, within: 3.mtnutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }



class SessionsController < ApplicationController

allow _unauthenticated access only: %i[ new create ] a1 > #— 1
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def create

LT user = User.authenticate_by(params.permit(:email_address, :password))
start new session for user
redirect to after _authentication url
else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



class SessionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

sest D 7> 3>

def new
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



class SessionsController < ApplicationController

allow_unauthenticated _access only: %1[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new CDOAXAYy RECHHBE?

end ‘///
def create
start _new _session_for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



Nz User EFJILOI—R

class User < ApplticationRecord

has_secure_password
has_many :sessions, dependent: :destroy

normalizes :email_address, with: ->(e) { e.strip.downcase }
end



i nic User EFJ)LOI—R

Z_ C T authenticateby D\EENMINTWLS

class User < Applicatioiiiiggd///-

has_many :sessions, dependent: :destroy

normalizes :email_address, with: ->(e) { e.strip.downcase }
end
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hassecurepassword - /NXXT—RKD/\vafk

user = User.new(password: 'password')

user.password_digest
#=> "$2a%$12%$0a23tjmHG3U/rsZ60wuETed7sug8QyVRfL4YCcRw5D8311diiCale"
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hassecurepassword - A7 1 VED/N AT — RDLELER (1)

* authenticate XV v RHARAEINTLS

user = User.find _by(email: "willnet@example.com")
user.authenticate("password") #=> true



hassecurepassword - A7 1 VED/N AT — RDLELER (2)

User.authenticate_by(email: "willnet@example.com", password: "password") #=> #<User:0x0000¢

User.authenticate_by(email: "willnet@example.com", password: "wrong") #=> ntl

* Rails7.1 LAB&IE authenticateby XYV w RHMER 3
s SEVWVEITTIIBLKTRAZIVIT7RyI%ZBIELTI NS
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RN User EFILOO—FK (FBi8)

class User < ApplicationRecord

has_secure_password
has_many :sessions, dependent: :destroy

end x\\\\
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normalizes

normalizes :email_address, with: ->(e) { e.strip.downcase }

» BUZIERLTE XV YR (Rails7.1 H 53810 )
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class SessionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new

end OA4>930HDXY vy R

def create w(//
LT user = User.authenticate_by{params.permit(:ematl_address, :password))

redirect to after authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end



# app/controllers/concerns/authentication.rb
def start new session for(user)
user.sessions.create! (
user_agent: request.user_agent,
1p_address: request.remote_1ip
) .tap do |sesstion|
Current.session = session
cookies.signhed.permanent|[:session_id] =
{ value: session.id, httponly: true, same_site: :lax }
end
end



# app/controllers/concerns/authentication.rb

def start_new_session_for(user) |
User E7 /L E 1 XIZEED

Session 75 )L % create L TL\3

Current.session = session
cookies.signed.permanent|:session_1id] =

{ value: session.id, httponly: true, same_site: :lax }

end
end



Session EFYLeoer not
# user_1d :lnteger not
# 1p_address :string
# user_agent :string
# created _at :datetime not
# updated_at :datetime not

class Session < ApplicationRecord
belongs_to :user

end

Session E7JLIFEFRIGERZHFF > TLZRL)

null, primary key
nulL

nul L
nul L
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e devise I 'L session ZF|BAL TLB

session| :user i1d] = user.id
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# app/controllers/concerns/authentication.rb

def start new session for(user)
user.sessions.create! (

user_agent: request.user_agent,

lp_address: request.remote_1p Current.session T Session EFJLIC
) .tap do |sesstion|

D e V7 eATES Sk LTng

cookies.signed.permanent|:session_1id] =
{ value: session.id, httponly: true, same_site: :lax }

end
end



Current 5 )L > TIHIER?

class Current < ActiveSupport::CurrentAttributes

attribute :session
delegate :user, to: :session, allow_ntil: true

end



Current 5 )L > T HIR?

attribute :sesstion
delegate :user, to: :session, allow_ntil: true

end




ActiveSupport::CurrentAttributes
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# app/controllers/concerns/authentication.rb

def start new session for(user)
user.sessions.create!(

user_agent: request.user_agent,

ip_address: request.remote_ip \
).tap do |session] cookies ICEREABALER b —2 > & DIF TS

_ | e
Current.session = session session.id Zs&ELTWVS

end
end



session TlE72 < cookies ZF|AH L TWLWABDIE7RHE?

s (THZTBHLEVIFTE ) BERWICIZIRD LK DIC session ZzFHT B Z &H%L)

session| :user i1d] = user.id



session TlE72 < cookies ZF|AH L TWLWABDIE7RHE?

* Action Cable THI|BB T 37-8

e Action Cable |Z session Z1f#z 743 L\

o FARMEIIRFD cookies ICT7 VT RTBLIETETADT. Action Cable = #|
Fi9 % & ZFld cookies #ES DO HLER
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# app/channels/application_cable/connection.rb

module ApplicationCable
class Connection < ActionCable::Connection: :Base

tdentified by :current _user

def connect

set_current_user || reject_unauthorized_connection
end

private
def set current user
Lf session = Session.find _by(id: cookies.signed|[:session_id])
self.current_user = session.user
end

end
end

end



class SessionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new
end

a4 1 >1%® URL (28T 3

def create

LT user = User.authenticate_by(params.pernft(:ematl_address, :password))
start new session for user

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy
terminate_session

redirect_to new_session_path, status: :see_other

end
end
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def after authentication url

session.delete(:return_to_after_authenticating) || root_url
end



module Authenticattion
extend ActiveSupport::Concern

inc luded do
before_action :require_authenticattion

end
private
def require_authenttication
resume_sesstion || request_authentication
end

def resume_session
Current.session ||= find_session_by_cooktie
end

def find_session_by_cookie
Session.find_by(id: cookies.signed[:session_1id]) if cookies.signed[:session_1id]
end

def request_authentication
session[:return_to_after_authenticating] = request.url

redirect_to new_session_path
end

end



module Authentication
extend ActiveSupport::Concern

inc luded do

en
private
def require_authenttication
resume_sesstion || request_authentication
end

def resume_session
Current.session ||= find_session_by_cooktie
end

def find_session_by_cookie
Session.find_by(id: cookies.signed[:session_1id]) if cookies.signed[:session_1id]
end

def request_authentication
session[:return_to_after_authenticating] = request.url

redirect_to new_session_path
end

end



module Authentication
extend ActiveSupport::Concern

included do

before_action :require_authenticattion
end

private v a3 DES (BB ) 7z 5, C

I, ¢

def resume_session
Current.session ||= find_session_by_cooktie
end

def find_session_by_cookie
Session.find_by(id: cookies.signed[:session_1id]) if cookies.signed[:session_1id]
end

def request_authentication
session[:return_to_after_authenticating] = request.url

redirect_to new_session_path
end

end



module Authentication
extend ActiveSupport::Concern

inc luded do
before_action :require_authenticattion

end
— cookies IZB7%: Session EFTILD id
def require_authentication b\é\ihf AY i =4 m By @)=
resume_sesstion || request_authentication
end “///

def request_authentication
session[:return_to_after_authenticating] = request.url
redirect_to new_session_path

end

end



module Authentication
extend ActiveSupport::Concern

inc luded do
before_action :require_authenticattion

end
private
def require_authenttication
resume_sesstion || request_authentication
end

def resume_session *Dﬁ’r ‘/1?%%’(@7(1,6177121 L/TC
Current.sesstion ||= find_sesstion_by_cookie : -
- URL % session (C—BFFRTZL T

AT A4 2R=DICVSEAL T b

def find_session_by_cookie

Session.find_by(id: cookies.signed[:session_idf) if cookies.signed[:session_1id]
end

end



class SessionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new
end

def create

LT user = User.authenticate_by(params.permit(:email_address, :password))
start new session for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."
end
end O 77 FALIE

end



class SessionsController < ApplicationController
allow_unauthenticated_access only: %i[ new create ]
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_session_path, alert: "Try again later." }

def new
end

def create

LT user = User.authenticate_by(params.permit(:ematl_address, :password))
start new session for user

redirect to after _authentication url

else
redirect_to new_session_path, alert: "Try another email address or password."

end
end

def destroy ‘///
re!lrec!_!o new_sesstion_path, status: :see_other

end
end

OJ4 >tws g >
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def terminate session x//

cookles.delete( :session 1d)
end



cookies *HH session.id &
def terminate session HIIBR

Current.session.destroy,//

end
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class PasswordsController < ApplicationController

allow _unauthenticated access

before_action :set_user_by_ token, only: %i[ edit update ]

rate_limit to: 10, within: 3.minutes, only: :create, with: -> { redirect_to new_password_path, alert: "Try again
later." }

def new
end

def create
if user = User.find_by(email_address: params[:email_address])

PasswordsMatiler.reset(user).deliver_later
end

redirect_to new_session_path, notice: "Password reset instructions sent (i1f user with that email address
exists)."
end

def edit
end

def update
1f @user.update(params.permit(:password, :password_confirmation))
@user.sessions.destroy_all
redirect_to new_session_path, notice: "Password has been reset."
else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end
end

private
def set_user_by_token
@user = User.find_by_password_reset_token!(params[:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link i1s invalid or has expired."
end
end
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class PasswordsController < ApplicationController
allow unauthenticated acces
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_password_path, alert: "Try again later." }

def new
end

def create

if user = User.find_by(email_address: params|:email_address])
PasswordsMatiler.reset(user).deliver_later

end

redirect_to new_session_path,
notice: "Password reset instructions sent (i1f user with that email address exists)."
end

end



class PasswordsController < ApplicationController

allow unauthenticated acces
rate_limit to: 10, within: 3.minutes, only: :create,

with: -> { redirect_to new_password path, alert: "Try again later." }

INAT—F Uty FHD
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def create JF— L4

if user = User.find_by(email_address: params|[:email_address])
PasswordsMatiler.reset(user).deliver_later

end

redirect_to new_session_path,
notice: "Password reset instructions sent (i1f user with that email address exists)."
end

end



class PasswordsController < ApplicationController
allow unauthenticated acces
rate_limit to: 10, within: 3.minutes, only: :create,
with: -> { redirect_to new_password_path, alert: "Try again later." }

e I T 3 X—ILT7 RLIAHABHNITINZ
2z J— Rty FEDOX—)LEEETS

end



class PasswordsController < ApplicationController
allow unauthenticated acces

e SN GEYARX—I)LTRLRICANRT—R Yty FED
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def create

if user = User.find_by(email_address: params|:email_address])
PasswordsMatiler.reset(user).deliver_later

end

redirect_to new_session_path,
notice: "Password reset instructions sent (i1f user with that email address exists)."
end

end
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<p->
You can reset your password within the next 15 minutes on

<%= link to jtht apsword set paodq', edit _password _url(@user.password _reset token) S>.
“reset.ntml.erp
@
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<p> \
You can reset your password within the next 15 minutes on

<%= link to jthi1} pagsword set paod"', edit _password_ url(_ >
reset.ntml.erpb




nassecurepassword - passwordresettoken

* hassecurepassword ZE S 9 % £ passwordresettoken HMEZR S
(Rails8.0 H* 5 )

* ETILICHDOWIC 15 0= BXHABE T2 b—J > BEEMTE S
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generates_token_for :"#{attribute}_reset", expires_in: 15.minutes do

public_send(:"#{attribute}_salt")&.last(10)
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit
end

def update
1f @user.update(params.permit(:password, :password_confirmation))
@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”
else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end
end

private
def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s invalid or has expired.”
end
end



class PasswordsController < ApplicationController
allow unauthenticated access

def edit
end ‘k\\\‘

def update
1f @user.update(params.permit(:password, :password_confirmation))
@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”
else

redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end

end

k= HIELUWHD\ZTF v D

private

def set_user_by_token
@user = User.find_by_password_reset_token!(params|:token])

rescue ActiveSupport::MessageVerifier::InvalidSignature

redirect_to new_password_path, alert: "Password reset link 1s tnvalid or has exptired.”
end

end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit
end

def update
1f @user.update(params.permit(:password, :password_confirmation))

@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”

else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end —
o Z_ N hassecurepassword TER I N3
. XYV w
private ‘(///’

def set_user_by_ token

rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s invalid or has expired.”
end
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit
end

def update
1f @user.update(params.permit(:password, :password_confirmation))
@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”
else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end

end =0 D ARIEE 26 X—=ILT7 KL AT
TJ4—LICRY

private
def set_user_by_ token
@user = User.find_by_password_reset_token!{params|:token])
rescue ActiveSupport::MessageVerifier::Invalidpignature

end
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

I 4 @ @ ...

def update
1f @user.update(params.permit(:password, :password_confirmation))
@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”
else

redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end

end

private

def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])

rescue ActiveSupport::MessageVerifier::InvalidSignature

redirect_to new_password_path, alert: "Password reset link 1s tnvalid or has expired."
end

end



class PasswordsController < ApplicationController

allow _unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit HTLWIWNATD—RICEFHITS

end ‘(//,/"

private

def set_user_by_token
@user = User.find_by_password_reset_token!(params|:token])

rescue ActiveSupport::MessageVerifier::InvalidSignature

redirect_to new_password_path, alert: "Password reset link 1s invalid or has expired."
end

end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit INATD—ROEFHZHHD

end ‘(////,/
def uidate

@user.sesstions.destroy_all
redirect_to new_session_path, notice: "Password has been reset.”
else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end
end

private
def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s tnvalid or has exptired.”
end
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

o edie INATD—RZ=EFHTEE6%Y1—Fotzv g
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1f @user.update(params.permifﬁ;9a6§m;rd, :password_confirmation))

redirect_to new_session_path, notice: "Password has been reset.”
else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end
end

private
def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s invalid or has expired.”
end
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

def edit
end

OJ414>R=JICUAAL T bk
def update
1f @user.update(params.permit(:235;w6?é: :password_confirmation))

ﬁuser.sessions.destroi all

else
redirect_to edit_password_path(params[:token]), alert: "Passwords did not match."
end
end

private
def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s tnvalid or has exptired.”
end
end



class PasswordsController < ApplicationController

allow unauthenticated access
before_action :set_user_by token, only: %i[ edit update ]

fel et B LL/SR T — R EBEZRED/SR T — RH—3
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:password_confirmation))

def update
LT @user.update(params.permit(:password,

@user.sesstions.destroy_all
redirect_to new_session_path, notice”.

else

end
end

"Password has been reset."”

private
def set_user_by_ token
@user = User.find_by_password_reset_token!(params|:token])
rescue ActiveSupport::MessageVerifier::InvalidSignature
redirect_to new_password_path, alert: "Password reset link 1s invalid or has expired.”
end
end



/\Z'7 ~)ew MM DOWTHE




sl TR L —XDERKT 50—
< 7D bnlb\nIEO)/)IL;h«L OL\—Cﬁ’-'FD%L/
CE XL



ZMNERNISEETHHNICZE R
NI EEZLDERINTIKA b
(B : Oda1>tysa>raxES5H
DDH) Hh B



%u:am\x_m (TR WHIGR® b B
(151 : TR YT )




IJIL,\DIE*& O)t jF al)5 g 75:1@1%3-
CIEFER DM 7IMA LRV
'\‘%i‘fﬁd) T v v F7YyTHAAR



[FUOWAATITHIEIRSD TR > TL
*xLso50b



5 & 2CBENEVGH. &L\D
gl = S




EEREISEIE 1 2E
=IHDFTRN







	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22
	Page 23
	Page 24
	Page 25
	Page 26
	Page 27
	Page 28
	Page 29
	Page 30
	Page 31
	Page 32
	Page 33
	Page 34
	Page 35
	Page 36
	Page 37
	Page 38
	Page 39
	Page 40
	Page 41
	Page 42
	Page 43
	Page 44
	Page 45
	Page 46
	Page 47
	Page 48
	Page 49
	Page 50
	Page 51
	Page 52
	Page 53
	Page 54
	Page 55
	Page 56
	Page 57
	Page 58
	Page 59
	Page 60
	Page 61
	Page 62
	Page 63
	Page 64
	Page 65
	Page 66
	Page 67
	Page 68
	Page 69
	Page 70
	Page 71
	Page 72
	Page 73
	Page 74
	Page 75
	Page 76
	Page 77
	Page 78
	Page 79
	Page 80
	Page 81
	Page 82
	Page 83
	Page 84
	Page 85
	Page 86
	Page 87
	Page 88
	Page 89
	Page 90
	Page 91
	Page 92
	Page 93
	Page 94
	Page 95
	Page 96
	Page 97
	Page 98
	Page 99
	Page 100
	Page 101
	Page 102
	Page 103
	Page 104
	Page 105
	Page 106
	Page 107
	Page 108
	Page 109
	Page 110
	Page 111
	Page 112
	Page 113
	Page 114
	Page 115

